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Abstract - We describe an authentication scheme whose 
security is based on the hardness of finding roots of systems 
of sparse polynomial equations in many variables and of 
high degree. One of the new ideas is the use of many keys. 
In one authentication session, a small amount of informa- 
tion about only one of them, chosen randomly, is released; 
this may be useful in other situations as well. Although 
the practicality of this scheme is still to be investigated, we 
believe that the new ideas described here may be of inde- 
pendent interest. 

I. INTRODUCTION 

In this paper we present a new authentication scheme which is 
based on roots of sparse polynomials over the rationals. 

The hard problem underlying our one-way functions can be 
stated as follows: Given a system of sparse polynomial equa- 
tions in many variables and of high degree over the rationals 
or over a finite field, it is hard to find a solution to this system. 

On the other hand, because the polynomials involved are 
sparse, their values at any point can be computed very effi- 
ciently. 
Roughly our scheme can be described as follows: The prover, 
ALICE selects and presents a system of polynomial equations 
with integer coefficients for which she knows several integer 
solutions. 
When she is challenged by a verifier, BOB, she exhibits a so- 
lution of that system of equations modulo some prime number 
p composed jointly by ALICE and BOB (each time different). 
Of course if she uses the same solution, then after a few rounds 
the attacker, OSCAR, using the Chinese Remainder Theorem, 
CRT, can recover a solution of that system over the rationals 
and fake ALICE’S identity. However, ALICE can alternate ran- 
domly the several solutions at her disposal. Thus the CRT does 
not seem to apply, at least in its classical form. 
A potential threat to this scheme comes from the algorithm 
of [12] and its improvements in [5 ,  14, 251 but it looks as if 
this attack works only for extremely bad choices of parame- 
ters which can easily be avoided. We do not see any other 
immediate or potential attacks. 

We remark that several other cryptosystems based on polyno- 
mials, in particular on sparse polynomials or on other polyno- 
mials with restricted coefficients have been developed, see [2, 
3, 13, 15, 16, 17, 18, 19,20,21] for example. Several of these 
cryptosystem have been successfully attacked [4, 7, 23, 241. 
However, all of them exploit ideas that are quite different from 
ours. 

We believe that our scheme contains some new ideas which 
are of independent interest and may be applicable in other sit- 
uations. 

11. AUTHENTICATION SCHEME 

Here we describe the basic variant of our new identifica- 
tion scheme which we call SPROOT (for “sparse polynomial 
roots”). 

Throughout the paper, for a vector a = (UI, . . . , a,) E Rn 
over a ring R and an integer vector e = ( e l ,  . . . , e,) with 
nonnegative components we define 

a“ = a:l . . . a:. 

In particular, for a vector of variables X = ( X I ,  . . . , X , )  we 
have the monomial 

For a rational a and integer q 2 1 which is relatively prime to 
the smallest denominator of a, we denote by “U (rem q)” the 
smallest nonnegative integer which is congruent to a modulo 
4. 
We have security parameters b, d, m, n, s and t, where m < t. 
These parameters will be used to create a certain system of s 
polynomials in n variables of degree at most d with respect to 
each variable, with at most t monomials which have m known 
integer roots whose components have bit size at most b. The 
bit size of the coefficients of these polynomials is polynomial 
in b, d, m, n, s and t. 

parameter 
number of variables 
number of equations 

number of roots 
degree in each variable 

sparseness 
bit length of roots 

In order to authenticate herself, ALICE first executes the fol- 
lowing initialization protocol. 

SPROOT initial set-up: 

Step 1: 
ALICE chooses m vectors 

= ( a i l , .  . . ,ai,) E Z”, 1 5 2 5 m, 
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and s vectors using, for example, Algorithm 2.7.4 in [6] .  Denote by 
( f k l , .  . . , f k t )  the shortest vector obtained this way. ALICE 

(gk,m+1,. . . ,gk t )  E ZtPm, 1 I 5 s, (1) then publishes the polynomials 

whose entries aij and gkj are random integers between 
-2'-l and 2'-l. Then ALICE chooses s t  exponent vec- 

& ( X )  = f k j X . k j  E Z [ X ] ,  1 I IC I s. 
1gjg  

tors 
e k j  = (ekjl,. . . , e k j n )  E Zn, 

where 1 5 j 5 t, 1 5 IC 5 S, whose entries are random 
integers between 0 and d. 

The advantage of this scheme is that it it always work while the 
previous algorithm may fail (with a very small probability) and 
that it generally leads to polynomials with smaller coefficients 
than the scheme given above. The disadvantage is that it takes 
loneer than Gaussian elimination. 

Step 2: 
ALICE solves for each IC = 1,. . . , s the system 

v 

The identification procedure requires one more integer param- 
eter e. 

rn 

C G  kj a e k j  i = - 2 g k j a y ,  

of m linear equations, i = 1,. . . , m, in the m indeter- 
minates Gkj, j = 1, . . . , m, to obtain a nonzero rational 
solution Step 1: 

( g k l , .  . ., gk,m) E Qm. 
If no such solution exists (that is, for some k the matrix 
of this system is singular), another choice of vectors (1) 
(only for this value of IC) must be made and tried again. 
The probability for this to happen is very small. 

To identify herself to BOB, ALICE uses the following interac- 
(2 )  tive protocol. 

j=1 j=m+l  

SPRooT identification protocol: 

BOB chooses a string CJ of Le/4] random bits and sends 
it to ALICE. 

step 2: 
ALICE selects an index i E { 1, . . . , m} at random, 
chooses a random 1-bit prime y whose 11/41 high or- 
der bits equal U and sends the remainder vector Step 3: 

By multiplying gkl  , . . . , gk,m with a common denom- 
inator (such as the determinant of the m x m matrix 
corresponding to (2)) and dividing by the greatest com- 
mon divisor, ALICE finds integer multiples f k j  E Z of 

k = 1 ,  ..., s. BOB accepts the identification if and only if 

ai (remp) = (ail (remp), . . . , ai, (remp)) 

to BOB. 

the gkj ,  1 5 j t ,  With gCd(fk1, .  . . , f k t )  = 1 for Step 3: 

Fk(ai (remp)) 0 mod p for all IC = 1,. . . , s. 
Step 4: 

ALICE forms and publishes s polynomials 

in a public directory, where 1 .  5 IC I s and 
X = ( X I , .  . . , X n ) .  Thus each of the m vectors 
al, . . . , am E Zn is a root of this system of s poly- 
nomial equations, that is 

&(ai) = 0 ,  1 5 k 5 s, 

foreveryi= 1, ..., m. 

It is easy to see that the size of the public key (that is, the poly- 
nomials Fk(X), IC = 1,. . . , m) is 0 (bdmnst' + mst' logt) 
bits. Indeed, first of all we note that 

for 1 I i I m, 1 5 j 5 t,  1 5 IC 5 e. Now, the Cramer 
rule expresses each gkj  with j 5 m as a determinant in these 
quantities and the gkj  with j > m. By Hadamard's inequality, 
we have 

I det MI 5 (t1/2B)t 

for any t x t matrix M whose entries are at most B in absolute 
value. Thus the numerators and denominators of each g k j ,  

Steps 2 and 3 can be performed in an alternative manner: For 
each IC, ALICE can compute an LLL-reduced basis of the inte- 
ger kernel of the m x t integer matrix 

1 5 j 5 m, are at most (t1/22(b-1)dn)t. Therefore 

,ekl aekz , . . . ,ekt 
1 1  and the bit size of each of these integers is 

0 (bdmnt + mt log t). The s polynomials F k ( x ) ,  

IC = 1 ,..., s, contain s t  such coefficients, and thus 
,eh1 m e 2  ... &=kt m their description requires 0 (bdmnst2 + mst' log t) bits 
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all together. In addition, O(nst log d )  bits are sufficient to 
describe the exponents e k j ,  j = 1,. . . ,t, k = 1 , .  . . , s, but 
this is dominated by the previous expression. 

The bit size of the private key (al, . . . , h) is, obviously, 
O(bmn). 
Each identification requires about e/4 bits from BOB to ALICE 
and about 3t/4 bits from ALICE to BOB for the initial ‘hand- 
shake’ (that is to agree about the prime number p )  and ne bits 
from ALICE to BOB for the final identification. 

ALICE’S computation to find the polynomials Fk, k = 
1, . . . , s, is quite expensive (but polynomial time), but each 
identification requires little calculation. 
Finding an [-bit prime p ,  whose l t /4 ]  most significant bits 
are given, can be done reasonably fast by selecting random 
integers and using one of the probabilistic primality testing 
algorithms. The known results about the distribution of prime 
numbers in small intervals (even if one uses classical results 
given in Section 3 of Chapter 9 of [22]) imply that such primes 
have the ‘correct’ density 1/Cln2 (which is large enough to 
provide an efficient search procedure). 

To prevent using the same prime p twice, the value of e should 
not be too small (say e - n will suffice). 

The most obvious attack is the direct solution of the system 
Fk(a) 0 mod p ,  1 5 k 5 s. However, this is considered 
a difficult problem, and no general polynomial time algorithm 
is known, see [8, lo]. 
If only a single root is used, that is, m = 1, then the CRT al- 
lows one to recover the private key after about O(b/ t )  rounds. 
Willi Geiselmann and Rainer Steinwandt have noticed that 
when p = [b/!l is small then the same CRT based ap- 
proach combined with a brute force search, applies to m 2 2 
as well and leads to an attack of complexity polynomial in 
mP+l and all other parameters. However, we believe that CRT 
based attacks fails for /3 growing polynomially together with 
other parameters and, for example, our scheme is secure if 
t - n N e N t N d ,  m N d/2,  and b N l 3 I 2 .  
We remark that this scheme can also be used as a signature 
scheme: to sign her message m, ALICE uses a public hash 
function h to compute h(m) which consists of, say, [.t/4] bits. 
She then computes an t bit prime p whose most significant bits 
coincide with h(m) and signs the message using p and a root 
of her public system of equations modulo p .  

111. CONCLUDING REMARKS 

Our underlying assumption is the hardness of the root find- 
ing problem with sparse polynomials over the rationals and fi- 
nite fields. Although there are algorithms for factoring sparse 
multivariate polynomials which are substantially faster than 
general purpose algorithms, see [lo], they do not apply to the 
root finding problem. Moreover, it has been shown in [ 111 
that many basic questions about sparse polynomials, includ- 
ing computing the greatest common divisor, are #P-hard. 

Several modifications of the verification protocol are possible 
which do not contain Step 1 of receiving random bits from 
BOB. We remark that the only purpose of this step is to guar- 

antee that a new prime is used for each new session. 
In the most trivial modification BOB, instead of sending L[/4J 
random bits of the prime p to ALICE at Step 1 of the protocol 
(in order to guarantee that the same prime is not used twice), 
can just store primes which have already been used and will 
reject any previously used prime. Certainly, for this modifi- 
cation to be practical, it should be assumed that there is only 
one verifier, who keeps the track of used primes. This, for 
example, may suit for the credit cardbank scenario. 

It is easy to see that the basic scheme can also be modified 
to a signature scheme which can work with unlimited num- 
ber of verifiers. In particular, some portion of random bits of 
the prime p can be obtained from a hash function applied to 
the message to be signed (properly padded and time stamped). 
This also eliminates Step 1 of the protocol and thus it can be 
used as a signature scheme. 
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